Al and Infrastructure Security
A New Paradigm

Infrastructure has always been someone’s target — from the Suez Crisis up to last month’s Polish railways
sabotage. In 1956, even major infrastructure assets like Suez existed largely as physical systems. But
now all major assets are digitised to some extent and riddled with systems, and Al is appearing as a
coordinating layer that observes, summarises, prioritises, and sometimes proposes actions across
complex assets and systems. Now, security isn’t an IT question — it is closer to asset or system integrity.

Most public discussion about Al and security today focuses on familiar themes: privacy, model safety,
bias, hallucinations, and the risks of misuse and abuse in consumer-facing tools. Those are real issues.
But when Al is embedded in infrastructure systems — energy, transport, water, industrial facilities, cities
— the meaning of “security” changes.

Security shifts from “perimeter” to “trust boundaries”

Traditional cybersecurity thinking often begins with the perimeter: keep intruders out, protect
credentials, harden endpoints, monitor networks. Those controls remain necessary. But Al-rich
infrastructure environments introduce different targets and different risk profiles.

The core challenge becomes: what does the system trust, and why?

Al systems consume a wide range of inputs — telemetry, documents, maintenance logs, market data,
regulatory updates, reports, and human commentary. Not all inputs are equal. Some are authoritative,
some are contextual, some are noisy. In infrastructure settings, the risk is often not “wrong data exists”
(it always does), but that the wrong data is treated as authoritative truth, and that downstream
decisions inherit that error.

This is why the security problem in Al-enabled infrastructure increasingly resembles integrity
engineering: provenance, validation, scoping, and auditability — not merely perimeter defence.

Security shifts from “data protection” to “decision protection”

In many digital systems, the core concern is confidentiality: preventing data leakage. In infrastructure
systems, confidentiality matters — but integrity can matter more. A leaked report is embarrassing. A
maliciously and systematically distorted signal that affects dispatch, maintenance prioritisation, risk flags,
or capital allocation can be far worse.

Al changes this because it flattens complexity. It translates many sources into summaries,
recommendations, and “signals.” That is useful — and also dangerous if the summarisation layer
becomes a single point of failure.

Automation does not merely accelerate action; it can accelerate failure.
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Security shifts from “incidents” to “propagation”

Infrastructure systems are inherently interconnected — physically, financially, and institutionally. Al
magnifies that interconnection by tying together what used to be separate domains: operations, finance,
compliance, procurement, planning, and reporting.

In such systems, the risk is no longer limited to isolated breaches. It is the risk of propagation: a
compromised input, routine, or dependency creating correlated failure across a portfolio of assets,
across a supply chain, or across a decision cycle.

This is why concentration and monoculture are security issues as much as they are economic issues.
Homogeneity turns local faults into systemic ones.

The response is architectural, not cosmetic

If Al is to be embedded safely into infrastructure systems or assets, the answer is not simply “more
controls.” The answer is to design systems with a security posture that is inherent and structural, using a
few core principles:

e Compartmentalisation over centralisation
Limit blast radius. Create explicit boundaries. Make propagation difficult by design.

e Provenance over blind trust
Track where information came from and how it was used. Preserve traceability through the
decision chain.

e Bounded autonomy over unchecked automation
Define what automated routines can do — and what they cannot do — in advance, then control
the definitions. Escalation of authority must be explicit.

e Human-in-the-loop by design
Preserve accountability. Ensure critical actions are reviewable and reversible.
e Deployment choice as a security control
Different assets, jurisdictions, and customers have different security and sovereignty

requirements. A system must be able to operate across deployment environments without
forcing a single topology.

This last point is increasingly central as governments and asset owners explore “sovereign Al” and
national-scale deployments: Deployment topology must be a customer policy choice, not a technical
constraint.

These are design principles, not operational afterthoughts or bolt-ons.
The real question: resilience or fragility?

Al will be used more deeply in infrastructure — that is inevitable. The decision we are making now is
whether that embedding increases resilience or increases fragility.
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If Al is treated as a bolt-on — another dashboard, another assistant, another agent, another layer of
abstraction — it can create brittle dependencies, opaque decision paths, and new failure modes that are

difficult to audit or contain.

If Al is treated as a foundational architectural layer embedded into a system with clear boundaries,
governance, provenance, and bounded authority, it will improve integrity rather than undermine it. It
can help complex assets and portfolios remain resilient and coherent under stress — which is ultimately
what infrastructure systems exist to do.

The future of Al in infrastructure belongs to the quiet systems that remain trustworthy when conditions
deteriorate.
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